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SAFE-TO-HOST/USE CERTIFICATE

Certificate No

‘ BLR/2024/04/01

Audit Details

Auditee Organization

ICAR-NBAIR, P Bag No: 2491, H.A Farm Post
Bellary Road, Bengaluru - 560024

Audit Methodology

OWASP Top10 2021

Certificate Issue Date

05.04.2024

Certificate Validity

This certificate is valid till no major changes are done in the
server-side code of the application or 1 year, whichever is
earlier.

Testing and Auditing details

Testing URL

https://gigw.nbair.res.in/

Hash value of working directory : /var/www/dev (web folder)
f83c15c0471b8aea21dd535ffbdcd73e41854500a2¢19ac6a686745b
10e3cf68

Production URL

https://nbair.res.in/

Audit Details

Round I: 9t Oct 2023 to 12th Oct 2023
Round II: 15t April & 2™ April 2024

Recommendations and Conclusion

Recommendations

It is recommended to follow the general recommendations
mentioned in the report before go live of the applications.

Conclusion

Mentioned website URL has been thoroughly tested while
adhering to CERT-IN testing standards and found to be free of
OWASP Top 10 and other known web application related
vulnerabilities and is safe for hosting

Reference

For detailed security assessment related to the above
website/URL, please refer to the audit report shared.

Note: Certificate is valid for the period during which the changes
are not made in the source of tested application thus any changes
in the system will require to re-audit of application’s new version.
Projections of any conclusions based on our current findings will
not be applicable and has to be altered for future period and
application new versions is subject to any risks because of
changes made to the application or system. Also we recommend
that Web Server & OS level hardening need to be in place for
production server. Zero day attack is not applicable.
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